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1. KNOW THE COMMON SOURCES FOR SCAMS. If a job description seems too good to be true, it might not be an 
authentic opportunity. Jobs offering a lot of money for very little effort without any previous experience is likely 
a red flag. The most common job scams tend to focus on the following jobs: data entry, stuffing envelopes, 
rebate or forms processing, wire transfers or money movements, shipping management, craft assembly and 
pyramid sales schemes.  

2. VERIFY JOB LISTINGS BEFORE YOU APPLY. New job scams often use a real company’s name to advertise their 
scam. If you notice that a company is listing a job through a mass job site, go to the company’s direct website 
and look for that position under their employment page. You may also want to be skeptical if no company name 
is listed to help you verify the legitimacy of the organization.  

3. SPOT SCAM BEHAVIOR. When is the last time a real company contacted you out of the blue and offered you a 
job—especially outside of your field? Another tell-tale sign that you may be caught in a scam is that the hiring 
manger asks for a decision quickly after a very short interview.  

4. BE CAUTIOUS ABOUT WHERE YOU’RE JOB SEARCHING. Most job boards don’t pre-screen job listings before 
publishing, so don’t assume a job is legitimate because it is listed on Indeed.com, LinkedIn, or even Handshake. 
Before applying, research the company and conduct a Google search to learn about its reputation. You may find 
that others have also been scammed.  

5. TRUST YOUR GUT. Job scammers know you might be desperate and count on your vulnerability. Here are the 
most common traits of a job posting that should put you on alert to a scam including: a lot of capital letters, 
excessive punctuation, including dollar signs and exclamation points, and little information about the actual 
position.  

6. NEVER PROVIDE SENSITIVE FINANCIAL OR PERSONAL INFORMATION. Do not release your social security 
number, bank account or PIN, PayPal or credit card information in a job application.  

7. DON’T AGREE TO A SALARY DIRECT DEPOSIT WITH AN UNKNOWN EMPLOYER. While direct deposit is much 
more efficient for getting paid for your services, you do not want to grant any organization access to your 
account.  

8. BE WARY OF RECRUITERS WHO ASK FOR MONEY. Legitimate recruiters are paid by the employers when they 
place candidates—not from candidates.  

9. CAREFULLY EXAMINE THE EMAIL DETAILS OF UNSOLICITED JOB OFFERS. Emails that claim to be from a 
legitimate company but then have a return email address with a general or free email site and not the company 
address should not be trusted.  

10.  HARNESS THE POWER OF THE INTERNET TO RESEARCH ALL JOB OPPORTUNITIES. Do a background check of 
the prospective employer with the Better Business Bureau, Federal Trade Commission and the Internet Fraud 
Complaint Center. 
 
 


