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Shortcut on Taking Notes

This PowerPoint Slideshow can be found here:

goo.gl/uvNaaM
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Overview

The THREE largest threats to your Cyber Security (and thus Financial Security on-line) are:

• Falling Prey to Phishing Emails

• Weak Password Strength

• Unpatched Computers and Mobile Devices
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Overview - Agenda

• What is Phishing?

• How to Spot a Phish

• Uh-oh, I clicked…now what?

• Strong Passwords

• Helpful Resources
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What is Phishing? (a.k.a. Spear Phishing)

“The fraudulent practice of sending emails purporting to be from 

reputable/known entities/people in order to induce individuals to reveal 

personal information, such as passwords and credit card numbers, or 

unknowingly install malicious software (malware).”
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Why Do Criminals Phish?

Money

• They gain access to computers and online accounts…

• So they can steal Personally Identifiable Information (PII)…
(Name, Social Security Number, Date/Place of Birth, Mother’s Maiden Name, Biometric Records, Driver’s License Number)

• Which they either sell or use to impersonate you in order to 

buys goods/services in your name

• OR encrypt your files until you pay a ransom (ransomware)

• OR use your computer as a launch point for other attacks 

(zombie/DDoS)
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Why Do Criminals Phish?

Bad for you because…

• Obviously, your money is stolen

• Your credit rating may be impacted

• Damage to your reputation…

• If it happens to you on your work computer and results in 

harm to the College…

• Family, friends, and/or colleagues/students suffer from 

fraudulent messages sent as you…
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How to Spot a Phish - MOUSEOVER

MOUSEOVER: hovering the mouse pointer over a link in an email message or webpage.
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How to Spot a Phish - MOUSEOVER

Where does MOUSEOVER information appear?

Outlook Web Access (all Windows and Mac web browsers):

(target webpage URL appears on in the status bar at the bottom of the browser window)
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How to Spot a Phish - MOUSEOVER

Where does MOUSEOVER information appear?

Outlook 2016 for Windows:

(target webpage URL appears in a pop-up dialog box near the link)
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How to Spot a Phish - MOUSEOVER

Where does MOUSEOVER information appear?

Outlook 2016 for Mac:

(target webpage URL appears in a pop-up dialog box near the link)
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Phishing Example
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Phishing Example (from ‘President Ensign’ yesterday)
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Uh-oh, I clicked…now what?

• Call the Help Desk (x1000 or 717-245-1000), or visit us in the lower level of the Waidner-

Spahr Library, for assistance

• Change your Dickinson College account password on the Gateway Login Page. Once your 

password is changed, do the following:

• If you use a College-owned computer, reboot it to log back into it with your new 

password

• If you are on campus, Forget/Re-log into Dickinson Wi-Fi with your new password on 

any mobile devices you have.

Here's how for iPhone/iPad | Here's how for Android

• Update your email apps on any mobile devices to the new password as well.

Here's how for iPhone/iPad and Android

https://auth.dickinson.edu/cas/login?service=https://auth.dickinson.edu/pwm/private/ChangePassword
https://dickinson0.sharepoint.com/KnowledgeBase/_layouts/15/guestaccess.aspx?docid=0f89eecf493a7483a9231985c4035d9e4&authkey=AYXj7nFAxbhCYpA7Vrnu9AU&e=c067245016264c7c876d2592585cfb85
https://dickinson0.sharepoint.com/KnowledgeBase/_layouts/15/guestaccess.aspx?docid=0708ab315462c40ffbe7ad3b301787e8a&authkey=ATPQZhPjj48GM1Q_2srnOiQ&e=1f449ce92cf64db98165d3d2055b7426
https://dickinson0.sharepoint.com/KnowledgeBase/_layouts/15/guestaccess.aspx?guestaccesstoken=WjryyW/pnJZIzOQZdRS5%2Bovj/gZG69umIqOnFLYRv7Y%3D&docid=01b502eaea3344eb587a2932efaba6cb9&rev=1&e=6d4be6a810a5461b8a481522e6cd8ec1
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Uh-oh, I clicked…now what?

• Forward the fraudulent phishing email to phishingalerts@dickinson.edu to report it

• If you entered any financial information or personal account information into a fraudulent site, 

contact the appropriate financial institution for further advice

mailto:phishingalerts@dickinson.edu
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A Word on Passwords…

Dickinson has a complex password ruleset (8 or more characters, Capitals, Numbers, Specials, 

etc.), but the BEST password is a LONG password.
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A Word on Passwords…

• Consider setting a long(er) password (where you can)

• Do not use the same password for multiple accounts

• Do not write down your password/account information
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Resources

• Dickinson Phishing Alerts and Intrusion Guidance Page

• Dickinson Information Security Page

• Federal Trade Commission Tech Support Scam Guidance Page

• MalwareBytes AntiMalware Software

• Dickinson Phishing Quiz

goo.gl/uvNaaM

http://www.dickinson.edu/info/20198/technology_services/3479/phishing_alerts/1
http://www.dickinson.edu/info/20198/technology_services/3016/security
https://www.consumer.ftc.gov/articles/0346-tech-support-scams
https://www.malwarebytes.com/
http://www2.dickinson.edu/lis/connella/phishingquiz/start.cfm
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

• Norse

• Kaspersky

• FortiNet

• FireEye

goo.gl/uvNaaM

http://map.norsecorp.com/
https://cybermap.kaspersky.com/
https://threatmap.fortiguard.com/
https://www.fireeye.com/cyber-map/threat-map.html

