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Save | Financial Literacy Month Workshop
Avoiding Scams & Financial Fallout




Shortcut on Taking Notes

This PowerPoint Slideshow can be found here;

goo.gl/uvNaaM
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Overview

The THREE largest threats to your Cyber Security (and thus Financial Security on-line) are:

 Falling Prey to Phishing Emalills
 Weak Password Strength
» Unpatched Computers and Mobile Devices
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Overview - Agenda

* What is Phishing?
* How to Spot a Phish
* Uh-oh, | clicked...now what?
» Strong Passwords
» Helpful Resources
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What is Phishing? (a.k.a. Spear Phishing)

“The fraudulent practice of sending emails purporting to be from
reputable/known entities/people in order to induce individuals to reveal

personal information, such as passwords and credit card numbers, or
unknowingly install malicious software (malware).”
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Why Do Criminals Phish?

Money

* They gain access to computers and online accounts...
* So they can steal Personally Identifiable Information (PlI)...

(Name, Social Security Number, Date/Place of Birth, Mother’s Maiden Name, Biometric Records, Driver’s License Number)

* Whichthey either sell or use to impersonate you in order to
buys goods/services in your name

* OR encrypt your files until you pay a ransom (ransomware)

* OR use your computer as a launch point for other attacks
(zombie/DDoS)
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Why Do Criminals Phish?

Bad for you because...
* Obviously, your money is stolen
* Your credit rating may be impacted
« Damage to your reputation...

* If It happens to you on your work computer and results in
harm to the College...

* Family, friends, and/or colleagues/students suffer from
fraudulent messages sent as you...
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How to Spot a Phish - MOUSEOVER

MOUSEOVER: hovering the mouse pointer over a link in an email message or webpage.

7A\ Adobe

This PDF file is password protected, sign-in to view file.

Login to Download attachment and (See attached Formatting
Guidelines)". PDF" on Adobe Reader.

VIEW FILE

R

Enjoy!
The Doc5ign team

2017 DocSign Drive
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How to Spot a Phish - MOUSEOVER

Where does MOUSEOVER information appear?

Outlook Web Access (all Windows and Mac web browsers):
(target webpage URL appears on in the status bar at the bottom of the browser window)

To opt out or change where you receive security notifications, click here.

Thanks,

The Microsoft account team

This 1s a mandatory service communication. To set your contact preferences for other
communications. click here.

This message was sent from an unmonitored e-mail address. Please do not reply to this
message.

Privacy | Legal

"’/ GOES to

villafilia.com, not

microsoft.com
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How to Spot a Phish - MOUSEOVER

Where does MOUSEOVER information appear?

Outlook 2016 for Windows:
(target webpage URL appearsin a pop-up dialog box near the link)

] Office

(ERMAEGEMAEE -

Goes to
raynexweb.com, not
microsoft.com

icrgb www.raynexweb.com/img/autodomain/ s in 48 hours reactivate by clicking on the link below.
autodomain/autodomain/autofil/

Click or tap to follow link.
Re-activate

To opt out or change where you receive security notifications, click here.

Thanke
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How to Spot a Phish - MOUSEOVER

Where does MOUSEOVER information appear?

Outlook 2016 for Mac:
(target webpage URL appearsin a pop-up dialog box near the link)

ﬂ Ofﬂce Goes to

FRERACRARD - raynexweb.com, not

microsoft.com

Microsoft account

Your Micrsoft Office 365 email account expires in 48 hours reag py clicking on the link below.

applewebdata://B2546133-1616-4966-
A231-3F2D33045DCC/www.raynexweb.com/ | . .

P img/autodomain/autodomain/autodomain/ jjcations, dlick here.
autofil/

Thanks,
The Microsoft account team
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Phishing Example

Wed 10/25/2017 3:02 PM

DG Deluca, Gregg A <delucaga@MORRISVILLE.EDU>

URGENT: Message From Payroll Department
To
ﬂThis message was sent with High importance,

https://4cognitiontest.com/
auth_dickinson_edu/cas/legin/
index_service_https_www_dickinson_edu_

Your October Pay Stub is now reaihomepage 613_gateway_homehtml
Click or tap to follow link.

Click here to view your pay stub now iff Dickinson Gateway @nd correct your web time entry error.

Payroll Department,

Dickinson College
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Phishing Example (from ‘President Ensign’ yesterday)

LETTER FROM PRESIDENT MARGEE ENSIGN

Dear Colleagues:

| will like to remind each and every one of you that this organization holds itself to the highest ethical standards. To that end we are pleased to announce our
updated Business Integrity Program. Adherence to the Program standards not only achieves compliance with applicable laws and regulations, but affords us
tangible business benefits. These standards also avoids liability for our company and all of us and also protects our reputation, but that is only the first of
several benefits.

We must not take these benefits for granted as corporate scandals in recent years at Enron, Tyco, and other companies —including some companies in the
pharmaceutical and biotechnology industries — have eroded the confidence of employees, customers, shareholders, and others.

Each of us must regularly affirm our commitment to integrity by acknowledging our agreement to the standards outlined in the Business Integrity Program.
Please recognize the compliance responsibility this organization places in each and every one of us, as it will be taken seriously and any failure to actin
accordance with the principles outlined herein.

The Business Integrity program is attached in this email and can also be accessed HERE, It is important that all staff go through it thoroughly and adhere to
these standards so you will be helping to assure the future success of this organization.

Sincerely,

Margee Ensign
President

Dickinson College

P.0. Box 1773, Carlisle,
PA 17013 | (800) 644-1773

E-mail correspondence to and from this address may be subject to the North Carolina Public Records Law and may be disclosed to third
parties by an authorized state official.
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Phishing Example (from ‘President Ensign’ yesterday)

B W e TR il —

Ll L 3
— el Subject: FW:[ATTENTION REQUIRED]Dickinson College Revised Business Dev
Importance: Low
-
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Uh-oh, | clicked...now what?

« Call the Help Desk (x1000 or 717-245-1000), or visit us in the lower level of the Waidner-
Spahr Library, for assistance

« Change your Dickinson College account password on the Gateway Login Page. Once your
password is changed, do the following:

 If you use a College-owned computer, reboot it to log back into it with your new
password

 If you are on campus, Forget/Re-log into Dickinson Wi-Fi with your new password on
any mobile devices you have.
Here's how for iPhone/iPad | Here's how for Android

« Update your email apps on any mobile devices to the new password as well.
Here's how for iPhone/iPad and Android
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https://auth.dickinson.edu/cas/login?service=https://auth.dickinson.edu/pwm/private/ChangePassword
https://dickinson0.sharepoint.com/KnowledgeBase/_layouts/15/guestaccess.aspx?docid=0f89eecf493a7483a9231985c4035d9e4&authkey=AYXj7nFAxbhCYpA7Vrnu9AU&e=c067245016264c7c876d2592585cfb85
https://dickinson0.sharepoint.com/KnowledgeBase/_layouts/15/guestaccess.aspx?docid=0708ab315462c40ffbe7ad3b301787e8a&authkey=ATPQZhPjj48GM1Q_2srnOiQ&e=1f449ce92cf64db98165d3d2055b7426
https://dickinson0.sharepoint.com/KnowledgeBase/_layouts/15/guestaccess.aspx?guestaccesstoken=WjryyW/pnJZIzOQZdRS5%2Bovj/gZG69umIqOnFLYRv7Y%3D&docid=01b502eaea3344eb587a2932efaba6cb9&rev=1&e=6d4be6a810a5461b8a481522e6cd8ec1

Uh-oh, | clicked...now what?

* Forward the fraudulent phishing email to phishingalerts@dickinson.edu to report it

 If you entered any financial information or personal account information into a fraudulent site,
contact the appropriate financial institution for further advice
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mailto:phishingalerts@dickinson.edu

A Word on Passwords...

Dickinson has a complex password ruleset (8 or more characters, Capitals, Numbers, Specials,
etc.), but the BEST password is a LONG password.

O000000oooo00o0on ~ 28 BITS OF ENTROPY | | \WAS IT TROMBONE? NG,
UNCOMMON goooonno TROVBADOR. AND ONE OF
i ORDER oodooood g .
(NBMDEEGIBER&D‘ ORD UNKI\J!WN mlulal ooo THE Os whs Hl ZERO? N
| ’F:I:1 DD;S 3 Dﬂﬂ;;T e MFEL-
: = SOME SYMBOL...
TrQub4ddor &3 1000 GUesEES /s
T T 7T 9 e A e A ras
CAPS?  COMMON NUMERAL | | Mo S o

O 5UB§DTJHOH\||5 ooo
0oo PUNCTURTION DIFRICOLTY T0 GUESS: | | DIFFICULTY TO REMEMBER:

{YOU CAM AOD A FEW MORE. BTs To N
FCCounT For THE TRCT THAT THi aooo EAS\/ F\ D
15 ONLY ORE OF B FEW CoMPDN FORMATS) H R

~ Y4 RITS OF ENTROPY

oooooooooog

oooogooooon

corvect forse battery stople

000000 goooon doooood opdoono oonooooooao

ogooooooaoao

Dmﬂi DDDJD:l EDT:IU ooaono 2"‘:5@ j P,T
1000 GUESSES/EC
FOUR RANDOM
COMMON WORDS DIFFICOLTY T GUESS:
HARD
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A Word on Passwords...

« Consider setting a long(er) password (where you can)
* Do not use the same password for multiple accounts
* Do not write down your password/account information
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Resources

« Dickinson Phishing Alerts and Intrusion Guidance Page

* Dickinson Information Security Page

« Federal Trade Commission Tech Support Scam Guidance Page
 MalwareBytes AntiMalware Software

 Dickinson Phishing Quiz

goo.gl/luvNaaM
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http://www.dickinson.edu/info/20198/technology_services/3479/phishing_alerts/1
http://www.dickinson.edu/info/20198/technology_services/3016/security
https://www.consumer.ftc.gov/articles/0346-tech-support-scams
https://www.malwarebytes.com/
http://www2.dickinson.edu/lis/connella/phishingquiz/start.cfm

* Norse
« Kaspersky

 FortiNet

« FireEye

goo.gl/luvNaaM
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http://map.norsecorp.com/
https://cybermap.kaspersky.com/
https://threatmap.fortiguard.com/
https://www.fireeye.com/cyber-map/threat-map.html

